Fundamentals for Cyber Risk Management Course

Introduction
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Course Objectives

Course Objectives

To present
Key Concepts and Issues in Risk Management
Risk Assessment and Analysis Methodologies
Multiple Risk Management Frameworks
The Cyber Threat Environment
Information Security Controls and Countermeasures to Mitigate Risks to Acceptable Levels
Appropriate Risk Mitigation Strategies
Security Strategies for Risk Response and Recovery

CYBERINFRASTRUCTURE

**003 Instructor: So, let's just do a brief
overview of what we're going to
cover in this particular course.
There's a lot of meat here, and we're
going to start off by baselining
everybody with what are the key
concepts related to risk management.
It's going to feel a little high-level.

It's going to give you some
definitions, but it's good to have that
for the blocking and tackling part so
that way, when you get into the bulk
of this set of presentations, you'll
have a better understanding as to
where we're coming from when we
talk about risk.

We're going to teach you the basics
of risk assessment and how to do
some analysis. There are a whole
bunch of different methodologies out
there that you can use. We'll talk
about that. We're also going to talk
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about different frameworks of which
you can establish programs upon.

Now, there's a lot that has to go into
a risk. We talk about threats. We talk
about vulnerabilities. We talk about
your capabilities and how you're
going to leverage control sets against
these different threats. So, we need
to talk about that cyber threat
environment.

Also, we want to talk about
specifically what controls are
available to you and what
countermeasures you can use.

Now, there are different strategies
that you can put at hand to, that way
you can actually maybe get ahead of
these risks and avoid them. And
we're going to talk about those.

And finally, [ like to say that there's a
cold dark day with any given risk.
And that's the day that this risk will
maybe come to fruition. And when
you realize that risk and you're
actually in the heat of an event that
may eventually become an incident,
you're going to want to know how to
respond to that risk and how to
recover your organization from that.
So, we're going to go into that as
well.
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Course Agenda

Course Agenda

& CISA

**¥004 So, as a course agenda,

we're going to start out with that
overview, and then we're going to
jump into the frameworks and critical
assets, which you're going to come to
find risk is related a lot to
understanding what your critical
assets are in the organization and
how you insulate them. We're going
to talk a little about threats and
vulnerabilities, how to analyze them,
and eventually how to put controls
around them and to establish
strategies for response and recovery.

Risk Management Overview
Risk Management Frameworks
Critical Assets and Operations
Threats and Vulnerabilities

Risk Analysis and Mitigation
Security Controls

Mitigation Strategy Maintenance

Response and Recovery
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Notices

Notices

Copyright 2019 Carnegie Mellon University. All Rights Reserved.

This material is based upon work funded and supported by the Department of Homeland Security under Contract No. FA8702-15-D-0002
with Camegie Mellon University for the operation of the Software Engineering Institute, a federally funded research and development
center sponsored by the United States Department of Defense.

The view, opinions, and/or findings contained in this material are those of the author(s) and should not be construed as an official
Government position, policy, or decision, unless designated by other documentation.

NO WARRANTY. THIS CARNEGIE MELLON UNIVERSITY AND SOFTWARE ENGINEERING INSTITUTE MATERIAL IS FURNISHED
ON AN "AS-IS" BASIS. CARNEGIE MELLON UNIVERSITY MAKES NO WARRANTIES OF ANY KIND, EITHER EXPRESSED OR
IMPLIED, AS TO ANY MATTER INCLUDING, BUT NOT LIMITED TO, WARRANTY OF FITNESS FOR PURPOSE OR
MERCHANTABILITY, EXCLUSIVITY, OR RESULTS OBTAINED FROM USE OF THE MATERIAL. CARNEGIE MELLON
UNIVERSITY DOES NOT MAKE ANY WARRANTY OF ANY KIND WITH RESPECT TO FREEDOM FROM PATENT, TRADEMARK,
OR COPYRIGHT INFRINGEMENT.

[DISTRIBUTION STATEMENT A] This material has been approved for public release and unlimited distribution. Please see Copyright
notice for non-US Government use and distribution. This material is distributed by the Software Engineering Institute (SEI) only to
course attendees for their own individual study. Except for any U.S. government purposes described herein, this material SHALL
NOT be reproduced or used in any other manner without requesting formal permission from the Software Engineering Institute at

permission@sei.cmu.edu. Although the rights granted by contract do not require course attendance to use this material for U.S.
Government purposes, the SEl recommends attendance to ensure proper understanding.
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