Threat Scenarios
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**#020 Instructor: Right now I'd like
to talk to you about threat scenarios.

Threat Scenarios

20
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Threat Scenarios

Threat Scenarios

Critical asset or process

+ Valid threat

+ Real vulnerability

+ Controls or lack of controls

+ Impact on the business

Threat Scenario

Next step, analyze risks and figure out what plans you need.

So far, we assumed a general likelihood of occurring; in risk analysis we consider how
likely it is that something will happen.

& CISA

**021 So we understand that risk is
comprised of uncertainty that is
related to vulnerabilities that are in a
system, and there's threats that are
going to act upon those
vulnerabilities to create some kind of
impact for the enterprise, and when
we think about this we might want to
go back and think about what are the
scenarios or what are the things, the
sequence of events that may take
place, that would result in a risk
coming to fruition?

So we want to think about this and
decompose it in a--a means that we
can understand what the threat is
and we, by the way, we want to
make sure that's a valid threat,
meaning it's a threat that would
really want to impart impact to the
system. We also have to have a
vulnerability that is known in the
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system for this scenario. I guess
what we could do is if not a real
vulnerability you could synthetically
invent one, but the question there
would be what are you trying to get
out of the threat scenario? You could
also develop what kind of controls
are existing in your system to build
out that scenario and use it as a tool
to identify what controls you don't
necessarily have, and most
importantly you want to think about
how that threat scenario results into
an impact on the business, because
at the end of the day what you really
want to do is understand the priority
or how you want to think about that
risk among all others in terms of
responding to it.

So what we want to do is understand
how likely this could happen as well.
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Threat Scenario Examples

Threat Scenario Examples

Threat Scenario Example Possible Qualitative Impact

Incorrect file permissions enable a staff member The medical records of an employee are disclosed,
to accidentally access another employee’s resulting in a lawsuit filed against the organization and
medical records. a resulting fine of $50,000.

John Smith is the only sailor who knows the specs Weapons do not work, resulting in loss of operational
for operating a system. John Smith has been time, even possible loss of life, and a potential that
talking about leaving the Navy; if he does so, and  the mission would fail.

the specs aren’t obtained, the operating capability

is temporarily lost.

A patient’'s medical records are altered by an An incorrect dose of medication (or an incorrect

unauthorized employee due to poor authentication medication) is given to a patient resulting in their

controls. death, lawsuits, reputation damage, and possible
fines.

! . 22

Al Source: Introducing OCTAVE Allegro: Improving the Information Security Risk Assessment Process, Caralli et. al.
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**022 Now, here are some examples

of threats. Threat scenarios. I like to
focus on the second one, and we have

a sailor, and he's the only person on the
ship who knows how to operate a system
or maybe understand specifications for
that system, and he's talking about
leaving the Navy. Now, this could be

a problem, because if he's about the
only one on that ship that knows how
to operate that system, it's going to
take time for that ship to maybe get

yet another expert like Mr. Smith

back on the ship. So if he leaves,

those specifications or whatever it is
that he's walking away with, we're
going to lose that for a period of

time. We may lose some operating
capability or maybe some piece of
resilience that we really rely upon.

Now, you could have a qualitative
impact there. Whatever the system
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is that that person works on that they
have expertise in, you're looking at
the possibility of losing the utility of
that system. We talked too, the fact
that this could be more than just an
impact. You could have other
outcomes that may be
interdependent with other risks.

So for example, suppose I have a risk
related to this weapons system now
that Mr. Smith has left the Navy, and
[ go to a new theater where that
weapons system is required. There
could be a cascade of risks now
where actually if | don't have that
weapons system [ could fail a
mission, and now you're starting to
talk about how these risks, not only
are they dependent upon each other,
but they may actually start
amalgamating into bigger problems
for your fleet.
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Likelihood Determination

Likelihood Determination

To derive an overall likelihood rating, indicating the probability that a potential
vulnerability may be exploited within the construct of the associated threat
environment, the following governing factors must be considered.

Threat-source motivation and capability
Nature of the vulnerability
Existence and effectiveness of current controls

The likelihood a potential vulnerability could be
exploited by a given threat-source can be
described as high, medium, or low.

**023 That's how you want a
scenario to play out, or at least how
you want to think about it. You also
want to talk about how you're going
to think about the likelihood of that
certain scenario taking place. Now,
this can be an art and not as much as
it is a science at times. You want to
think about some elements such as
what's the motivation of that threat
source? What does that threat actor
want to do? How capable are they?
You also want to think about the
vulnerabilities in the system that
you're really addressing. Are they
common? Have they been
addressed? You want to think about
the controls that you already have in
place too. How effective are they?

Ultimately the threat scenario would

hopefully point to controls that you
don't have in place, so that way you
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know where you need to commit
resources on addressing that
particular threat.

Likelihood Rating Examples

Likelihood Rating Examples

High
The threat-source is highly motivated and sufficiently capable, and controls to prevent the
vulnerability from being exercised are ineffective.

Medium
The threat-source is motivated and capable, but controls are in place that may impede
successful exercise of the vulnerability.

Low

The threat-source lacks motivation or capability, or controls are in place to prevent, or at
least significantly impede, the vulnerability from being exercised.

Ref: NIST SP 800-30, Risk Management Guide for Information Technology Systems

& CISA g

CYBERINFRASTRUCTURE

**024 Now, we've talked about a little bit,
about how threats can be characterized in
qualitative terms, high, medium and low.
In this particular case, NIST SP 800-30
provides you with some definitions.

Now, they're very general, but I like

how they kind of break out the idea

that at high, you have a highly

motivated source, like we just talked
about, the threat motivation, and you
also talked about the capability, and

now you're talking about, like, is it a

state actor or is it some kind of script
kitty in a basement somewhere? All

the way down to the low level where
maybe you have a threat actor who

has no motivation to penetrate your
system and maybe they have limited

to no capability.
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So qualitatively you can look at it that
way. Another way we could look at it
is in terms of how we're going to rate
the impacts to the system.

Impact Rating Examples

Impact Rating Examples

High
The loss of confidentiality, integrity, or availability could be expected to have a severe or
catastrophic adverse effect on organizational operations, assets, or individuals.
Medium
The loss of confidentiality, integrity, or availability could be expected to have a serious
adverse effect on organizational operations, assets, or individuals.
Low

The loss of confidentiality, integrity, or availability could be expected to have a limited
adverse effect on organizational operations, assets, or individuals.

Ref: FIPS 199

& CISA =
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**¥025 And we can think about this
in terms of high, medium and low as
well. We can have severe or
catastrophic adverse effects on a
system such that maybe we can't
recover it ever again. We may also
have it on the other side of the
spectrum where we do have an
impact but it's so low that we can
clearly keep operating even if we
have trouble with it.

I'd recommend to go see FIPS 199 if
you have any additional questions
about how you might want to go
about using these impact ratings.

Page 9 of 18



Risk Calculation

Risk Calculation

Risk can be measured quantitatively or qualitatively.
Risk is given values so management can decide what to do about the risk.
The risk assessment should include
Criticality of the lost function
Duration the loss will persist
Tangible and intangible impact on the organization

What is the damage?

Physical inventory
Loss of data
Ability to conduct business
Good will and reputation
Customers and investors

26

**026 Once you have these
understood, you want to start
thinking about how to quantify them
so that we can bring it down to a risk
calculation. Remember, the goal
here is that we want to have the risk
at least assigned some sort of index
or some kind of quantitative or
qualitative measure, that we can
prioritize them and understand how
to commit resources to them.

So what we really want to know is
what assets are impacted in the
organization? And dial that back to
what function did we lose? What
critical element have we lost that we
can't conduct business as we want
to? What objectives can we not
accomplish? How long will we not be
able to do that? Will it persist for an
indefinite period of time? We'll have
to take action to overcome it, and we
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want to think about not just the
tangible actions or impacts, I'm sorry,
the tangible impacts to the
organization. We want to think about
intangible impacts as well.

A classic example for intangible
would be reputation. Now, clearly,
we all want to have a good
reputation, especially with our
customers, because we want return
visits from said customers. If our
reputation is damaged in a way that
is challenging to measure, how is it
that we're going to know if customers
are going to be willing to come back
or not? It's really hard to wrap our
hands around some of these things,
so you could rely upon maybe
surveys, customer surveys, marketing
surveys, but in the end of the day

you really need to understand how
that pain is felt on the organization.

Think about what is the damage that
you're feeling? Is it the fact that
you've lost data? Maybe you can't
conduct business. By the way, that
data's going to have some value to it.
Maybe it's the fact that you can't
conduct business because you've lost
that data. Maybe your reputation is
damaged such that you'll never get a
return customer.
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Qualitative vs. Quantitative

Qualitative vs. Quantitative

Qualitative Analysis

Allows for a quick identification of potential risks as well as vulnerable assets and
resources

Magnitude/likelihood of potential consequences is presented/described in detail.
Scales can be formed to suit circumstances.

Quantitative Analysis
Numerical values are assigned to both impact/likelihood.
Consequences may be expressed in various terms of impact criteria.
Monetary, technical, operational, human, etc.

Annual Loss Expectancy = (Asset Value x Exposure Factor) x

Annual Rate of Occurrence

& CisA 27
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**#027 So let's go a step further in
comparing that qualitative verse
quantitative nature. So for
qualitative analysis, what we really
want to do is we have a high-level
assessment of what's going on and
we understand that we have
potential risks, and we're really trying
to just get our hands wrapped
around the magnitude, the order of
magnitude for that particular impact,
let's say, of the consequence.

You can do some basic scales here.
['ve showed you already the high,
medium and low that NIST provided.
We could also think about this
though in a more quantitative sense.
We want to think about what kind of
numerical values we can assign to
each of these levels of high, medium
and low. It's one thing to say that a
risk is going to have an adverse
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impact on our organization, but
what's that really mean? How do we
feel that pain? Is it a hundred dollars?
[s it a million dollars? Is it more?

So we also have to think about what
units we're going to quantify this in.
[ just mentioned money, but it may
not necessarily be money. Maybe it's
people. Maybe it's time. So we want
to think about this and with respect
to, once again, how you feel that
pain. We can think about this too in
terms of annual loss expectancy. It's
a simple measurement, but the fact
that you can read it and say it's
simple, it's not necessarily as easy as
it looks to get the values within the
equation.

But let's talk about it for a second.
Let's see what we can do here.
Before we've talked about trying to
measure the value of any given
asset. You can maybe dial that back
to the idea of, "What's the critical
service that's delivered from said
asset, and what kind of money am [
making with it?" What's the value? I
can think about the exposure factor.
So this would be a number typically
between 0 and 1. It's a decimal, and
it's the likelihood that it is going to
suffer some sort of detriment. I may
also think about an annual rate of
occurrence. So classically I may
think about something that occurs
every so often. If that event
happens once a year, my annual rate
occurrence would be once per year,
and I can calculate this, what my
expected loss would be, on an annual
basis.
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Qualitative Examples

Qualitative Examples

Threat Scenario Example Possible Qualitative Impact

Incorrect file permissions enable a staff member to The medical records of an employee are disclosed,
accidentally access another employee’s medical resulting in a lawsuit filed against the organization and
records. a resulting fine of $50,000.

John Smith is the only sailor who knows the specs Weapons do not work, resulting in loss of operational
for operating a system. John Smith has been time, even possible loss of life, and a potential that
talking about leaving the Navy; if he does so, and  the mission would fail.

the specs aren’t obtained, the operating capability

is temporarily lost.

A patient’'s medical records are altered by an An incorrect dose of medication (or an incorrect

unauthorized employee due to poor authentication medication) is given to a patient resulting in their

controls. death, lawsuits, reputation damage, and possible
fines.

@. C Source: Introducing OCTAVE Allegro: Improving the Information Security Risk Assessment Process, Caralli et. al.
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**028 So going back, ['ve given you
already this example of qualitative
examples. [ wanted to show you one
more time and get a general sense of
the idea that largely it's words.
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Quantitative Examples

Quantitative Examples

impact
ngl';::‘m Low Medium High
o) (50} (100p
High (1.0) Low Medium High
10X 1.0=10 50X 1.0=350 100 X 1.0=100
Medium (0.5) Low Medium Medium
1M0X05=35 S0X05=25 Wo0X05=350
Low (0.1) Low Low Low
10xXo1=1 S0X01=5 100X 0.1=10
Risk Scale: MHigh { >50 to 100); Medium [ >10 fo 50); Low (1 lo 10)8 .
Risk Level Risk Description and y Actions

If an observation or finding is evaluated as a high risk, there is a
slrong need for corrective measures. An existing system may

High continue 1o operate, but a cofrecive action plan must be pul in place
as soon as possible.

Medium If an observation is rated as medium risk, corrective actions are
needed and a plan must be developed 1o incorporate ese actions
within a reascnable peried of time.

Low If an observation is described as low risk, the system's DAA must

determine whether corrective actions are still required or decide lo
accept the risk.

& cisA 29

**029 Now, what I wantto do is |
want to turn that into a quantitative
example, and I can think about this
in all varieties and manners. Some
things [ want to mention about
quantitative examples here, one is a
lot of times when we establish some
kind of appetite statement or some
kind of index, it's very
organizationally dependent. It
depends on what your people think.
It depends on the value of your
assets.

For example, in this particular case,
this appetite is talking about threat
likelihood, and it, if it's high, the
person has said that, "Hey, it's a
hundred percent to me. It's 1.0. If
it's medium, 50 percent; low, 10
percent," and if I go across, [ can
frame my low, medium, high impacts
in terms of 10, 50, 100. For the sake
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of argument for today, let's just say
that's dollars. I can actually set up a
matrix with this now, and if I said
that I have a high likelihood to lose a
high impact of a hundred dollars,
well, my index for that is a hundred
dollars. That's my expected
monetary value for the risk.

Quantitative Examples

Quantitative Examples

Impact
LIEI';:‘;‘M Low Medium High
(10) (59) (100)
High (1.0} Low Medium High
10X10=10 50 X1.0=50 100 X 1.0 = 100
Medium (0.5) Low Medium Medium
0X05=5 S0X0.5=25 100 X 0.5=50
Low (0.1) Low Low Low
W0X01=1 50X01=5 100X 0.1 =10
Risk Scaie: High { >S50 to 100); Medium ( >10 o 50); Low (1 lo 10)8
Risk Level Risk Description and Necessary Actions

High If an observation or finding is evaluated as a high risk, there is a
strong need for corrective measures. An existing system may
continue to operate, but a corrective action plan must be put in place
as soon as possible.

Medium If an observation is rated as medium risk, corrective actions are
needed and a plan must be developed to incorporate these actions
within a reasonable period of time.

Low If an observation is described as low risk, the system’s DAA must
determine whether corrective actions are still required or decide to
accept the risk.

& cisa 30

**030 I could also think about this

in terms of putting it in terms of a
risk description in actions that need
to be taken with respect to alleviating
those risks, and the examples are
given here. For example, if [ have a
high-risk level, | know that if  know
that that risk is going to happen, that
there's going to be a need for me to
have some kind of corrective
measure in place, without question,
and without doubt. So no doubt, it's
telling me that I absolutely have to
invest resources, especially to that
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risk, before I go start looking at other
risks that may rate or rank lower.

Risk Evaluation

Risk Evaluation

Decisions regarding risks to treat and the treatment priorities that must be made
Usually based on levels of risk

May be related to thresholds specified in terms of
Consequences
Likelihood of occurrence
Cumulative impact of a series of simultaneous events that could occur

Which risks would you address first?

Why?

& cisA 31

**¥031 This is what we call risk
evaluation. We're making risk-based
decisions to treat those risks in a
prioritized manner such that we're
allocating resources and that we are
getting the risks addressed and we're
getting our confidence in those risks
coming to fruition brought down to a
level that's acceptable to the
organization. If that's the case, what
we also want to think about with
these risks are the thresholds or the
specified limits that we're not willing
to violate in an organization if a risk
were to come to fruition.

So I ask you, if you go through your

risk evaluation, you want to think
about how do you know which risks
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you're going to address first? Why
would you do it?

Notices

Notices
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