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Reporting and Feedback

Reporting and Feedback

Communication between analysts and decision makers, P §;
peers, and other intelligence consumers regarding their
products and work performance

Reporting and feedback help identify intelligence requirements
and intelligence gaps o‘mg& Feeg,

Reporting only as effective as its feedback counterpart
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**#036 This is the last component of
the cyber intelligence conceptual
framework, and it represents the
communication of and subsequent
feedback to cyber intelligence
analysts regarding their products. A
cyber intelligence analyst should take
into account their audience's
background and technical knowledge
when producing verbal or written
analysis. I'm talking about being
able to communicate technical to
non-technical audiences.

Reporting and feedback identifies
intelligence gaps for the analyst to
fill, concepts needing further
explanation, and opportunities for
collaboration.

One of the important

things to remember here is that the
reporting mechanism, it's only
effective as the feedback
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counterpart. Where I work, feedback
is considered a gift. It helps you
build as a person and it helps the
mission. So if you're not getting the
feedback on the work that you are
doing, you need to go and get it,
because then you're not sure what
the requirements are and when you
don't know the requirements, your
collection could be stale, your
analysis could be stale and static, and
the process could suffer and could be
missing the threats that are
happening today.

Evaluating in Terms of Reporting and Feedback

Evaluating in Terms of Reporting and Feedback

In evaluating the state of the practice of cyber intelligence in terms of ) _ =
Reporting Feedback, we considered the following factors

. Satisfying Intelligence Consumers

1. Cyber Intelligence Report Types

2. Actionable and Predictive Analysis

3. Leadership Involvement o & Feey,
4. Influence on Decision Making & %t
5. Feedback Mechanisms for Analysts @8
6. Influence of Feedback on Data Gathering and Analysis & _T

7

8

. Capturing Return on Investment
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**¥037 Evaluating the state of

practice of cyber intelligence in terms
of reporting and feedback, we
considered the following factors. Is
your organization producing a variety
of cyber intelligence reports? Are the
reports actionable? Do they have
predictive analysis? Is leadership
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really involved in that process? Does
leadership's involvement actually give
the analysts the information they
need to do their job, and in turn does
the analysis that the cyber
intelligence team, is it producing
assessments that lead to
decisionmakers actually making
decisions? Is it influencing their
decision-making process?

Other factors we looked at is
feedback mechanisms for analysts?
Do the analysts actually have
mechanisms to receive feedback, and
is it influencing their data gathering
and analysis capabilities? Is the
reports that the analysis--excuse me-
-the reports that the cyber
intelligence team is reporting out
there, how do you know that it is
satisfying intelligence consumers?
And lastly, is the cyber intelligence
team capturing return on investment
for its work? Those are the factors
that we looked at in terms of
assessing organizations for reporting
and feedback.
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Examples of Specific Cyber Products

Examples of Specific Cyber Products

threat analysis reports

threat actors

threats to sectors

malware analysis

threat priority lists

bi-annual and annual threat assessment

targeting packages for penetration testing
team

vulnerability reports

technology program threat assessments
geopolitical events

industry developments

patch status reports

**¥038 I wanted to list here some
more types of specific cyber reports
that we heard in our interviews that
cyber intelligence teams are
producing and disseminating.
Aspects in the complete framework
that we just talked about,
environmental context, data
gathering, threat and strategic
analysis, reporting feedback, all
contribute to these type of reports.

[ think you can see from this slide

that there's a good mixture of both
technical reports that might be done
more daily or weekly, and more
strategic reports that are less

frequent and target a different audience.

anti-virus reports
threat news
executive reports

future threat analysis reports

daily sector reports

tactical reports: articles, indicators, and
behavior summary

incident responses reports

after action reports

briefings to CISO/CSO twice a week
monthly executive council briefings

bi-annual board briefings
38
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Notices
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