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**025 Imaginative structured analytical  
techniques.  These are the other  
techniques that seek new insights or  
different perspectives and develop  
new alternative outcomes.  We will  
quickly look at red team analysis. 
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1BRed Team Analysis 

 Replicates how an adversary would think about an issue

 Good to use to prevent mirror-imaging, raises new ideas and insights

 Places analysts in the same cultural, organizational, and personal setting (“putting 
them in their shoes”) in which the target individual or group operates

 Frees the analyst from the prison of a well-developed mind-set 

 Turns the analyst into an “actor” operating within the adversary’s culture and political 
milieu

Red Team Analysis

https://www.cia.gov/library/center-for-the-study-of-intelligence/csi-publications/books-and-monographs/Tradecraft%20Primer-apr09.pdf
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**026 Red team analysis attempts to model  
the behavior of an individual or group  
by trying to replicate how an  
adversary would think about a  
particular issue.  These are good for  
preventing the mirror image problem-  
- that is, analysts can sometimes  
impute to a foreign actor the same  
motives, values, or understanding of  
an issue that they hold.  Red team  
analysis places analysts in the same  
cultural, organizational and personal  
settings.  It's putting them in the  
shoes of the adversary in which the  
target individual or group operates.  
It frees the analyst from the prison of  
a well-developed mindset, and often  
this technique can introduce new or  
different stimuli that might not have  
been factored in to doing traditional  
analysis.  While this is sometimes  
hard to do, ideally a red team should  
be populated not just with those who  

Page 3 of 5



understand the language, but also  
people that might have experience  
with the culture, share the same  
ethnic background, or have worked in  
a similar operating environment as  
the adversary. 
  
Sometimes I like to think as pen  
testers or ethical hackers that may  
act as red teaming-- although they  
might not have the ideal features of a  
red team, it is still putting oneself in  
the mindset of how an attacker  
would attack. 
  
One thing that's important is  
don't confuse red teaming with devil's  
advocacy techniques or Team A or  
Team B techniques.  So devil's  
advocacy is where-- that's where the  
purpose is to challenge a single  
dominant mindset, and Team A and  
Team B technique, that is about  
recognizing that there just may be  
competing and possibly equally  
strong mindsets held on an issue that  
need to be clarified. 
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2BNotices 
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