
Review of Multifactor Authentication 

Demo 

Instructor: In this demonstration we're 

going to review multi-factor  

authentication on AWS, along  

with setting up a user and group  

within the IAM console.  So first let's  

search for MFA.  It helps us out and  

takes us to IAM.  You see, we've  

already deleted our root access keys.  

We'll go ahead and click on this and  

review the note here that just  

informs us about the risks associated  

with root access keys and the power  

that they would have if they were to  

fall into the wrong hands. 

But let's go ahead and enable MFA.  

You can see there's some options  

here using a YubiKey or the  

authenticator app, and we'll start by 

looking at our Authy application.  
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We'll set up a new identity by  

scanning a QR code.  It adds our web  

services.  Now we have a PIN that  

we're going to put in.  We need two  

consecutive ones to verify, and we've  

successfully set up MFA and AWS.  

We'll log out and log back in to  

verify, and we've got our password  

and we got a token from our Authy  

app, and we've successfully used  

multi-factor authentication to  

authenticate. 

  

Let's go back to the IAM console and  

complete the few things remaining  

here for our initial setup.  We'll create  

a sample user.  In this case, it's just  

a random sample user.  We're going  

to call it our CloudTrail user.  We're  

going to be setting up CloudTrail little  

bit later on.  So CloudTrail user one.  

We're going to let them have console  

access, as opposed to API or  

programmatic access.  Autogenerate  

the password and require them to  

change the password upon their first  

login. 

  

We don't have a group set up, so  

Create a Group and we'll call it  

CloudTrail Users.  Well, we also need  

some permissions for that group, so  

we'll find a policy related to  

CloudTrail and assign that to the  

group.  So this is a default policy for  

CloudTrail read-only users.  Let's take  

a quick look at that policy just to see  

what some of those permissions are.  

As we expand that out, you see it's  

got a few different resources that are  

available or that it has permissions  

to, and then as you drill into each  

one of those resources it gives you a  
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little bit more detail about the  

permissions granted to this policy. 

  

So go out and we'll click Next.  We re  

not going to add any tags.  We got  

Review Our User, and we'll click  

Create User, and we'll close, and now  

we'll go back to our IAM dashboard,  

and you see the only thing left is to  

update our password policy.  So let's  

just go ahead and check all the  

boxes.  But for your organization, you  

want to try to match your corporate  

security guidelines and password  

policies into here in terms of  

password complexity, aging, et  

cetera, and now we've completed all  

the steps for our initial setup of our  

Amazon AWS account. 
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