Threat Overview
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Threat Analysis - Business Concerns

Threat Analysis — Business Concerns

That may lead to operational or existential risk
Power outages, floods, and other external events restricting access to the office
Staff entering incorrect data into company databases
Company executives victims of spear phishing tactics

No physical security where staff access critical company stuff

Think about what keeps you up at night...

CYBERINFRASTRUCTURE

**¥002 Instructor: So let's start out with what
threat analysis actually is. This can
be summarized in one easy question
you may ask, and it's thinking about
what keeps you up at night. So |
challenge you next time you go to
speak to your manager, to any given
executive, as a quick way to get to
understanding what uncertainties
loom in people's minds, and by the
way, it could be any variety of things.
[t could be maybe some force
majeure type instance, power
outages, floods, things that would
actually keep people from coming to
the office or actually delivering on the
products they're expected to deliver.

It could be an issue of malfeasance.
Maybe you have personnel who are
insiders who have access to the
system and maybe they do
something that's maybe not
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necessarily appropriate for the system.
Maybe they violate integrity and they
actually change data that you wouldn't
necessarily want changed. Or maybe it's
just a matter of ignorance.

Also, you may have some executives
and/or maybe even staff, that open
up phishing emails. Clearly this could
be a challenge, and it's something
that maybe is somewhat benign,
because, let's face it, some of these
phishing emails can be really good
lately, and when you open them up,
they think that they're actually
getting to take part in a survey that
they really feel passionate about, but
at the end of the day it's still going to
be a threat. So you have to be
mindful of these things.

Threat Analysis - Critical Assets

Threat Analysis — Critical Assets

People — May include employees as well as third party providers

Information — May include information held by vendors and third party providers

Technology — May include the technology used by your vendors

Facility — May include off-site storage (e.g., cloud)

5 CYBERINFRASTRUCTURE

**#003 So along those lines of what's
keeping you up at night, you also
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want to frame that same question
along what are the critical assets that
[ have most concern for? If we go
back and think about the services
that support the organizational
mission and what I'm delivering in
terms of objectives, [ have four
fundamental categories of things,
assets, that would be supporting the
delivery of those services. It may be
people who are working on it, and by
the way, those people may not just
only have the skillsets, but maybe
they have information or something
that they do that's important to that
process that would be difficult to just
find another person to do that same
piece of work.

Maybe it's information and the data
related to it that builds, that supports
that information. Maybe it's
technology, computer systems, things
like that. Or maybe it is a facility that
houses said systems, and in all cases
when you talk about these

categories, you want to always think
about third-party providers.
Organizations that are external to
your own that are providing you
elements of that critical service that if
you lost them, ultimately your work
and your productivity may be put on
hold or impacted.
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Threat Analysis - Vulnerabilities and Outcomes

Threat Analysis — Vulnerabilities and Outcomes

Vulnerabilities
Technical — Is it physical or virtual in nature?

Design — Is security designed into the asset?

Procedural — How it is written? How will someone follow it?

Outcome (to the asset)
Disclose — violation of confidentiality

Modify — violation of integrity
Lose — violation of confidentiality and availability

Interrupt — violation of availability

f@ CISA
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**004 Okay. So you may also want
to think about this threat analysis in
terms of vulnerabilities and
outcomes, and there are certain
types of vulnerabilities that we may
want to think about here. Technical
vulnerabilities, for example, they may
look at the actual vulnerabilities of a
computer. Now, it's not just the
physical computer that may be
subject to high humidity levels, or
maybe even an electrical fire. But
there may be virtual attacks on that
as well.

You may also want to think about the
design. Is there security designed
into the actual assets that I own? If
you think about it, this may be in
terms of assets in terms of programs
or systems. You may also think
about vulnerabilities in terms of what
is it that my people do on a regular
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basis? What is it they do that's
procedural? How are those
procedures written? How are people
trained in it? Do they follow the
procedures and do they do what's
expected of them? So you want to
think about that as well, where there
may be lurking some vulnerabilities.

Now, you also want to think about
these assets again in terms of, "What
are the possible outcomes that |

could realize if a risk were to come to
fruition?" For example, let's go back
to the data and information. What if

I were to disclose information? Ifa
threat actor wants that information
and can leverage it against me, then
clearly, I have an issue of
confidentiality that I need to be
concerned about. Similarly, what if I
have a threat actor that wants to
modify that information so that way it
impedes my enterprise and the ability
for it to deliver what I need to do?
This would be a matter of integrity
that we need to focus upon there.

So just as much as we thought about
vulnerabilities, we also want to think
about outcomes, and we want to
think about those assets and what
could happen to them. Think about
that information that I was talking
about before. If it were to be
disclosed, for example, and my threat
actor would be able to use that
information against me in such a
manner that it would impact my
organization negatively, then that's
an issue of confidentiality that [ really
need to be focused upon. What if it

is the case that a threat actor may be
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able to act upon information to
change it such that it impedes my
operations? Now, this would be a
matter of integrity that I really want
to focus upon as well. That could be
a similar outcome.

Another one would be what if [ were
to actually lose that information and
not be able to get it back? Then I
might have an issue of availability,
where I won't be able to actually use
that information to actually deliver
the critical services that I'm looking
to do for my--in accordance with my
objectives, and in all cases, if [ have
maybe some kind of interruption,
which be strictly an availability issue
again too. What if it's that I get, say,
ransomware or something to that
effect, that actually brings my system
to its knees and I wouldn't be able to
actually use the assets at hand?
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Threat

Threat

Critical Asset,
Operation, or

Service i

Events that cause a risk to become a loss

Any potential danger that a vulnerability will be exploited

ire
insiders f
\
/ corruption

natural disasters  ACTORS ACTIONS ]

\ intrusions
criminals /
— DOS/DDOS
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**#005 So let's dig a little deeper in
this threat idea. Now, threats can be
exciting. I mean, the word itself is
exciting. You may also think about
this almost like a classic mystery
game, right, where you want to
actually know, "Who done it?" That
could be, in a sense, a threat. It can
be exciting in a sense too that you're
not just thinking about the threat
actor but you're thinking about the
actions that they need to take.

So once again, let's go back to

ground zero. We're thinking about
the critical asset or operation or
service that we need to deliver, but
now we've actually turned around
and we're starting to think about,
"Okay. Who actually wants to disrupt
either the confidentiality, the integrity
or the availability of those assets, and
what's their motive, and what are
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they trying to succeed--what are--
succeed in? What are they trying to
achieve?"

So we want to start thinking about
those events. On the actors, we
could think about it in terms of
people who are inside our
organization. We can think about the
force majeure idea, a natural
disaster, something that we can't
control. We might want to think
about cyber criminals, and they're
going to take certain actions, right?

A natural disaster, for example, could
be a lightning strike that turns out to
be a fire in my organization. I could
have criminals that are--or insiders
even that decide that they want to
use or exploit the information or the
assets that I have for some form of
corruption. Maybe an external
actor's looking to intrude my system.
There's also this idea, like availability,
like I said, with a denial-of-service
type of attack.
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Categories of Threats

Categories of Threats

[
Natural & Man-made
Environmental [ | |

Deliberate  Accidental System

Authorized

Social
engineering Dﬁ;ﬂ;ﬁd
Spoofing
8 ..also
< Internal vs. External
Hacker Insider
AT r| th. i o

e ."._ b—l User
& CISA 6

**#006 So how do we go about
categorizing these threats? We've
already kind of hit upon this, but I
want to really drive it home. You
have this natural environmental
threat that could be taking place. |
think that's quite clear. Classically
we think about addressing those risks
related to those threats with
insurance. If we all here are
homeowners or at least we drive
cars, we know that thatis a
possibility. We usually transfer that
risk away using homeowners'
insurance or auto insurance, if we're
drivers.

But then there are these manmade
threats. They may be deliberate, or
they may be based completely out of
ignorance, and in that case, it'd be
accidental. Or maybe it's a system
flaw that causes it. In all cases, we
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want to think about, for example, the
user and what kind of access they
may have to the system, and it
establishes a spectrum if you start
thinking about it, from one end of
spectrum the user's not authorized,
to another end of the spectrum
where they are authorized to use the
information. But then again, if their
access is high and they're authorized
to us it, they can still be a threat
actor. It could be a disgruntled
employee, and this is true in regards
to insider threat.

Threats - More Than Just Cyber Related

Threats — wmore Than Just Cyber Related

Information Security
Malware, cybercrime, IT system
failure, system misconfiguration,
unpatched systems
Other
Epidemic, contamination, workplace
violence, political (nationalization)
Non-emergency

Health, safety, morale, mergers,
negative publicity, legal

f@ CISA
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**007 So some threats can be more
than just cyber related, and the
reason why ['m talking about this
slide here, and want to focus on the
fact that there are threats outside of
our IT cyber paradigm, is the idea
that a lot of these threats can be
interdependent of each other. In

Natural Disasters
Typhoon, tornado, flood, earthquake,
tsunami, fire

Deliberate Destruction
Terrorism, sabotage, war, theft, fraud,
arson, labor dispute

Loss of Utilities or Services
Power, gas, water, oil and
petrochemical, communications

Equipment Failure

Internal power, HVAC, security
systems, control systems
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other words, we have some threats
that may act upon the organization,
and there's a interdependency in
those risks that if [ have one that's
going to happen, then maybe it could
affect another.

Let's take for example a hurricane
that comes into area. Clearly a
terrible natural disaster, and suppose
my data processing center is located
right on the coast, right where the
path of that hurricane's going to tear
through. So not only do [ have a
threat with respect to losing that
facility, losing the capability that
facility, but [ may also have
employees that are in jeopardy. I
may have my business that is high
reliant--highly reliant upon that
facility actually delivering on the
service that I need.

We may think about this in terms of
other things. We think about, for
example, equipment failure.
Classically, once again, if | have a
hurricane coming through an area
and I lose power because of said
hurricane, there's multiple or
cascading risks that are taking place
there, and I have to think about all of
those.
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DoD Scenario - Revisit What Keeps You Up at Night? How to Think About Threats ...

DoD Scenario — Revisit

What Keeps You Up at Night? How to Think About Threats...

Naval battlegroup deployment examples

The threat landscape is broad.

Kinetic threats
Adverse forces seeking a shooting war
Shipping traffic
Weather
Navigation hazards

Cyber related threats
IT system failures/Equipment failures
Malware
Sabotage

All other threats
Adverse or ignorant insiders
Morale

"X‘ CYBER+INFRASTRUCTURE

**#008 So we have a scenario where
we're a battlegroup, a Navy
battlegroup that's deploying, and the
commanders are staying late up at
night while this carrier and a cruiser
and some destroyers and some--a
submarine and maybe some aviation
assets are going to sea, and they're
going to a bad place. Clearly the
Navy is not really going to be a war
fighting Navy if it's not going to at
least a threatening place. You really
need to think about that threat
landscape, and this is probably what
keeps those admirals up at night,
right? They think about, "Hey, what
are the kinetic threats that I may
have in an area?" and by the way, it
may not necessarily be an adversarial
force. Maybe it's just shipping traffic.
Maybe it's weather.

Another thing they may want to think
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about would be cyber threats. So |
challenge you to think about that as
well, and by the way, it may not be
necessarily a sailor clicking on a
phishing email. Maybe it's an insider
who's thinking of actually corrupting
one of my control systems to my
engineering plan. There are other
threats too that you may want to
think about that may come into play
here. That may actually build to a
threat that may actually impact your
organization in a way that you
wouldn't suspect. Suppose my
workforce morale is really low. This
could actually be a threat. I could
have a sailor who's disgruntled
because of said morale being low,
and they could actually become an
adversarial insider threat actor.
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