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Phase 3:  Containment 

Phase 3:  Containment

 Site Deployment

 System Interaction

 Forensic Copies

 The Infected System 

 Reverse Engineering

 Forensic Analysis
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**033 Instructor: So let's move on now to  
phase three.  This is the containment  
phase.  Now, there are couple things  
you want to think about here.  "How  
are my security systems deployed in  
my organization?" and you want to  
think about how these different  
systems are interacting with each  
other.  How I'm collecting data and  
how I'm using it to leverage it for  
forensic information.  How I'm  
actually handling the infected system,  
and how, in fact, I can recover from  
that, and then what do I do with that  
forensic information now that I have  
it? 
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Site Deployment 

 Teams may have to travel to other locations both periodically and at short notice.

 It is important to have clear procedures and plans. 

 A team may require administrator level passwords and access.

 Team should have a fully stocked deployment bag.
 Include procedures, checklists, necessary hardware, and updated software backups. 
 An updated Communications Matrix should be in the bag.
 Ensure alternate communication plans are in the bag.
 Cell phones, cellular data plans, satellite phones, etc.
 If the network is compromised, do not send sensitive information that could tip off an attacker to 

your actions.

Site Deployment
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**034 So let's talk first about site  
deployment.  So you want to think  
about this, that you have an incident  
response team.  Now, remember I  
said that they might be virtual.  They  
may be placed at multiple locations,  
maybe even all over the country or  
the world, or they may be a  
centralized team that operate in one  
particular location, and that can be  
thought of as an away team.  They  
immediately get on a plane, if you  
will, and fly to that location.  Either  
way, you may have to have a triage  
team that's actually on the site where  
the event has actually happened, and  
they have to have real clear  
procedures and plans for how to  
operate until that backup team, that  
IRT, is there to respond. 
  
You may also want to think about  
what kind of access that team has.  
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Do they have administrator level  
access?  Do they have that local  
administrator access that they need  
to actually get into the system and  
do what they need to do?  This may  
also require that they carry around  
hardware, software backups,  
checklists, contact lists.  All that kind  
of material needs to be in one  
location.  An away bag, if you will, a  
deployment bag.  They're going to  
pick that up and carry it to the site  
wherever they're headed, even if it's  
within the same building that they're  
in.  It's important to keep this bag up  
to date with the most critical  
information and the most timely  
information. 
  
A good example here is a  
communications matrix.  Think about  
it.  I have people coming and going  
in an organization at all times.  If  
they leave and the cell phone number  
changes for the most--the next most  
critical person I have to call, that  
matrix is now worthless in a sense, if  
it doesn't have a backup number on  
it.  So you need to keep looking at  
this and making sure that that  
information you have in this  
deployment bag is the most up to  
date. 
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System Interaction -1 

 Incident handlers will likely first collect volatile data and create forensic images of the 
hard drives.

 Some incident response tools require administrator access.
 Should be part of the IR Plan that management approved

 Plan should have an approved budget for additional items.
 Such as tools the team needs on-site

System Interaction -1
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**035 You also have to think about  
how systems are interacting with  
each other.  Now, you're going to  
have data that's going to be coming  
into your organization, and some of  
this is volatile.  Like, it's going to be  
there and then you're going to have  
more information that either comes  
in and replaces it, or it's going to lose  
its meaning in terms of information  
that's critical at that moment. 
  
You want to think about how you're  
collecting that data and storing it for  
a later date for processing and  
understanding how things actually  
went down.  You also want to think  
about that some of these tools  
require administrator access, and all  
of this should be part and parcel with  
what you have in your incident  
response plan and how it's all  
managed. 
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Also, you may want to think about  
having some contingency money set  
aside just in case someone has to run  
out, literally, and buy a--something  
necessary to alleviate this event.  You  
may also think about it this way too.  
It may not be someone physically  
running out the organization.  Maybe  
they actually go buy a commercial  
off-the-shelf product right off the  
internet for immediate security right  
then and there.  This could be  
challenging, but truly, if you've hit  
that dark day, you're going to need  
to have those funds in place so that  
they can take that meaningful action. 
  

System Interaction -2 

System Interaction -2

 Team should be well-versed on system commands.
 Documents, such as cheat-sheets, available online

 Actions depend on your assets and personnel capabilities (Windows, Unix, Mac, 
etc.).
 Team members may need to be switched out.
 Should be identified in incident response plan
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**036 Once again, these interactions  
need to be understood at the level of  
the team.  They need to know  
everything, and it needs to be well  
documented.  It's helpful at times  
though, when people are not perfect,  

Page 6 of 15



that they have at least a cheat sheet  
or some kind of checklist that they  
can go to and they can refer to make  
sure that they're doing the right things,  
even if they had it memorized.  Things  
change.  So what they have memorized  
may not necessarily be the most up-to-date  
actions that they have to take. 
  
You may also want to consider the  
fact that people come and go again.  
So when team members are rotating  
or being switched out, you need to  
make sure that they have the most  
relevant skills and capabilities, so that  
way you have a well-rounded team,  
so that way they can provide you a  
holistic response regardless of the  
system that may be being used, for  
example. 
  

Forensic Copies -1 

Forensic Copies -1

 Not just a copy and paste of files

 Team may use software such as Encase, FTK, etc.
 Free tools can be used (dd) for basic creation.

 Team may require some type of write-blocker hardware.
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**037 You've collected all this  
information, and you don't want to  
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have it just be a copy and paste of  
what has taken place.  This is the  
actual, no kidding, data that you've  
collected.  Now, there are certain  
tools that you can use for this, and  
it's recommended that regardless of  
what you use that you don' want to  
change any of that information that  
went in there forensically.  The  
reason being, is suppose I want to  
establish a legal case for the event  
that has taken place, and if that is  
the case, if I change any of that  
information, it could change that  
information to a level and degree  
that a court will no longer accept it,  
that I can no longer prosecute. 
  
So for these forensic copies, you  
want it to have some kind of write-  
blocker that prevents people from  
going in and changing it. 
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Forensic Copies -2 

Forensic Copies -2

 Important if legal action occurs
 Even if you do not plan to pursue legal action, follow the process.
 Benign cases have resulted in instances where a user is actually involved in illegal activity.
 Cases where a person was accused of illegal activity, arrested and then forensics determined 

that a hacker had actually done the activity have happened.

 A clear chain of custody must be maintained
 Legal standing could be lost if specific steps are not taken properly.
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**038 Now, the other thing you  
want to think about here too is to  
have a chain of custody.  So in other  
words, whoever has that information,  
it is logged that they actually had it  
and you have to understand what  
they did to it and make sure that  
that's properly documented.  That  
way you maintain that legal standing  
of that information. 
  
What I would recommend for this  
forensic information business is that  
you keep that information in one spot  
and you make copies of it and use  
the copy for analysis. 
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Chain of Custody 

 “Who, what, when, where, and how” the evidence was handled from 
identification through destruction or archiving

 Actions to maintaining the chain of custody
 Compute a message digest of the original media before and after making a copy (bit 

stream image) of the evidence to verify that data integrity has been preserved.
 Keep a log of every person who had physical custody of the evidence, documenting the 

actions they performed on the evidence and at what time.
 Store the evidence in a secure location when it is not being used.
 Perform examination and analysis using only the copied evidence.

Chain of Custody
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**039 Let's talk a little bit more  
about that chain of custody idea.  
This is literally the who, what, when,  
where, how of that information you  
have.  From cradle to grave too.  
From when you ingest that  
information, you actually take it in, all  
the way through when it's finally  
destroyed.  You want to think about  
how you're going to actually properly  
document this.  What's your log look  
like?  Where do you keep it?  How  
are you documenting the actions  
taken with it?  And you want to make  
sure too that the analysis is taking  
place on those copied forensic files,  
as I've talked about before. 
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What To Do With the Infected System -1 

What To Do With the Infected System -1

 Actions taken are considered business decisions that significantly hinge on the 
technical assessment and recommendations.  

 Should already be determined in the incident response plan

 However, circumstances could influence your decisions.

o Servers producing thousands a day  Might not take it down.

o Laptop used for day-to-day stuff  Probably take it offline. 
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**040 So now that I have had this  
risk come to realization, I have an  
infected system.  What do I do?  You  
have to think about this in light of  
being a business decision.  
Remember the key here is that I  
need to keep operations going.  So  
what I want to do is have very clear  
and detailed instruction on my  
incident response plan that accounts  
for multiple decisions that are taking  
place. 
  
For example, if I have servers that  
have thousands of transactions going  
on in a day, I might need to keep  
that thing up and running to keep my  
operations going.  Otherwise, if I  
have a laptop, for example, I just  
unplug it and shut it down, and that  
way it no longer has any influence on  
the rest of my system. 
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What To Do With the Infected System -2 

What To Do With the Infected System -2

 If taking the system offline, be sure to gather volatile information first.
 Memory contents, network connection information, etc.
 Should you implement a regular shutdown or “pull the plug”?
 Situationally dependent
 Many reasons why an IRT would pick one over the other

 If you must leave it running
 Block IP/URL for any malicious activity.
 Ensure AV/patching is up-to-date (neighboring systems too).
 Watch that system more closely (logs, traffic, IDS).
 Note: You are accepting risk by doing this.
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**041 So now you have this  
infected system, and you're making  
the decision that you have to take it  
offline.  Be sure to capture any data  
that would go away once you hit the  
button or once you pull that plug.  If  
you have to leave it running, you  
want to consider how you're going to  
block any malicious activity from  
going on outside of that spot where  
you found the actual infection.  You  
want to make sure that the rest of  
your systems around that, that  
particular infection, are patched and  
up to date. 
  
You also want to make sure that all  
the information you have in the  
system is being continually monitored  
to make sure that the, if the infection  
has spread, you're aware of it and  
you can take additional action.  Note  
that if you're not unplugging the  
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system and you're going to keep  
operating, there is significant risk  
related.  I would recommend that not  
only you document the decision but  
you also vet it with your  
management team so that they  
understand the risk that's being  
taken. 
  

Reverse Engineering and Forensic Analysis -1 

Reverse Engineering and Forensic Analysis -1

 The process is slower and more methodical than it may “look like in the movies”

 Might be the only way to determine malware purpose

 Investments here can save intellectual property, especially if being targeted
 Malware might not be detected even if anti-virus is updated.
 Zero-day vulnerabilities have no patch.
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**042 Okay.  So now you've  
captured all this forensic data, and  
trust me, it's not like it looks in the  
movies.  What you really want to do  
is identify what the purpose of the  
malware was that you've actually  
ingested in your system, and what  
you really want to do is make sure  
that you can prevent future incidents.  
Remember, that malware may still be  
resident on your system, and you  
need to be able to detect it if at all  
possible.  If the antivirus software  
that you're using is not updated, you  
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definitely are taking a risk by  
continuing your operation, and  
always be mindful of the fact that  
you may have zero-day vulnerabilities  
in your system no matter what.  So  
keep your systems patched and keep  
looking. 
  

Reverse Engineering and Forensic Analysis -2 

Reverse Engineering and Forensic Analysis -2

 Needed if you plan to use Anti-virus, Host-based Intrusion Prevention System, 
Network Intrusion Prevention System as a rapid defense against targeted malware

 May be able to outsource to a community partner or to a third-party vendor
 Make sure to have a good Service Level Agreement (SLA).
 Seek counsel from legal professionals.
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**043 Some other things you may  
want to think about here are the  
systems that you have online, and  
you want to make sure that they're  
patched such that they can have a  
rapid defense for malware that's  
already existent and in the wild and  
it's known about.  This is where it  
helps to have a community of  
partners that you can tap to  
understand what they've seen in  
terms of malware that's infecting  
their systems, or that they even just  
identified. 
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Notices 

1

Notices
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